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Aim Statement
To develop and provide guidance to state/local PH officials to 

assist their understanding of the marketplace of digital tools in 

support of contact tracing 

To develop and provide guidance to industry partners (tech 

companies) to ensure technology meets the standards required 

by state/local PH officials (requirements) for contact tracing.
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Meeting Objectives
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The design team will:

• Gain consensus on key contact tracing 
processes, terminology and definitions

• Perform a preliminary review of an 
environmental scan on digital tools in 
support of contact tracing

• Determine the scope and immediate next 
steps to prepare for convening of a broader 
group of public health experts
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Current Status

Multiple groups independently developing digital 
tools to address various component tasks of contact 

tracing, sans national deliberation
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PHII Proposal
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• Convene and manage a collaborative forum 
to help inform and coordinate the 
development of IT solutions in support of 
contact tracing

• Goal: Learn from what is already being 
done, build upon those solutions as 
appropriate, and chart a path for new 
solutions as needed
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Round 0:
Design Team

Round I:
Core public health

Round II:
Technology industry partners 

Round III:
Broader Public health and 

technology community



Possible questions for this 
forum to resolve



Can we agree on contact tracing 
typology?
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Contact Tracing Definition Crosswalk
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Index Case 
Identification

Index Case 
Notification

High Risk/ 
congregate 

setting 
investigation

Notify 
Contacts Monitor Contacts Close Out 

Contact Case

Protocol for 
workplace/ 
congregate 

setting 
investigation

Trace Quarantine 
and Isolate Follow UpTest Investigation  and Elicitation

SOURCES: RESOLVE TO SAVE LIVES CONTACT TRACING PROTOCOL; CENTERS FOR DISEASE CONTROL: CONTACT TRACING TRAINING PLAN

https://preventepidemics.org/wp-content/uploads/2020/04/COV051_contacttracingprotocal_v13.pdf
https://www.cdc.gov/coronavirus/2019-ncov/php/contact-tracing/additional-contact-tracing-training-objectives.html
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CT Processes Hierarchy – Combined CDC and Resolve to Save Lives
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Are there existing proven 
systems/tools that are well-

suited to address parts of that 
typology?
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Environmental Scan – Digital Tools
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Name Description Creator

Sara Alert Real-time contact tracing and case management via web, text, email, and phone calls. 
Currently developed for COVID-19. Future development to be disease-independent. MITRE

Exposure Notification 
System

Two-phase exposure notification solution that uses Bluetooth technology on mobile 
devices to aid in contact tracing efforts. Apple, Google

REDCap Web application for building and managing online surveys and databases. Has been 
utilized for COVID-19 contact tracing Vanderbilt

Maven – COVID-19 Module
Disease surveillance software platform for 90+ communicable diseases. Currently used 
by 40 organizations. Module functions include disease surveillance and outbreak 
management, contact tracing, reporting, and geographical data visualizations 

Conduent

Contakt Real-time, privacy-preserving contact tracing for government agencies & enterprise 
that incorporates blockchain technology Stonebright

CovidSafe Helps people learn if they've been exposed, connects them to the appropriate public 
health guidance, and by enables effective contact tracing. 

University of 
Washington, 
Microsoft

Salesforce, Zendesk Reconfiguration of sales management and customer relationship management (CRM) tools

Guidance Documents These documents provide guidance for how to design and/or implement digital tools to successfully conduct 
contact tracing

https://www.mitre.org/sites/default/files/pdf/Presentation-HIMSS20-Sara-Alert-P.Jarris.pdf
https://www.apple.com/covid19/contacttracing
https://projectredcap.org/
https://www.conduent.com/solution/public-health-technology/maven-covid-19/
https://contakt.world/
https://covidsafe.cs.washington.edu/#about
https://www.salesforce.com/company/news-press/stories/2020/4/salesforce-covid19-actions-1/
https://tracetogether.zendesk.com/hc/en-sg/articles/360044883814-BlueTrace-Manifesto
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Environmental Scan – Digital Tools Functions
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xxx Name Case Identification Case Investigation Contact Tracing Monitor Contacts

Sara Alert ✓ ✓ ✓ ✓
Exposure Notification 
System ✓ - ✓ ✓

REDCap - - ✓ ✓
Maven – COVID-19 
Module ✓ ✓ ✓ ✓

Contakt - - ✓ ✓

CovidSafe - - ✓ ✓

Salesforce, Zendesk - - ✓ TBD

Guidance Documents Not applicable. These documents provide guidance for how to design and/or implement digital tools to 
successfully conduct contact tracing5/15/2020 15

https://www.mitre.org/sites/default/files/pdf/Presentation-HIMSS20-Sara-Alert-P.Jarris.pdf
https://www.apple.com/covid19/contacttracing
https://projectredcap.org/
https://www.conduent.com/solution/public-health-technology/maven-covid-19/
https://contakt.world/
https://covidsafe.cs.washington.edu/#about
https://www.salesforce.com/company/news-press/stories/2020/4/salesforce-covid19-actions-1/
https://tracetogether.zendesk.com/hc/en-sg/articles/360044883814-BlueTrace-Manifesto


What parts of contact tracing 
can be managed locally and 

what parts require a 
national/regional solution?



What support is needed around 
making decisions for digital 

tools for contact tracing?
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CT Digital Tools Functional Requirements 
Comparison Matrix
These functional 

requirements came from:
• Resolve to Save Lives technology 

playbook (informed by PHII prior 
work for CDC)

• PHII guidance documents 
developed for CDC

– NEDSS Based System (NBS)/ Electronic  
Disease Surveillance System (EDSS) vendor 
analysis

– Public Health Surveillance in an e-Health 
World

– i3 Labs
– Biosurveillance project
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How can we explore the 
Apple/Google opportunity?



How does privacy (and 
geolocation) fit into all of this?



Thank you!
Please visit www.phii.org/contact-tracing for latest 
updates

http://www.phii.org/contact-tracing


Additional Slides



Environmental Scan
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Why did we Conduct an Environmental Scan?

1. Understand the current landscape of contact 
tracing digital tools available for public health

2. Compare contact tracing functions of digital 
tools

3. Analyze technical specifications for the digital 
tools

4. Analyze privacy standards for each of the 
digital tools

5. Identify any interoperability between public 
health agency systems and digital tools



PHII.org

Contents of the Environmental Scan

5/15/2020 25

Deliverable Objective Design Team Questions

Contact Tracing 
Definition 
Crosswalk

To compare CDC and Resolve 
to Save Lives definitions of and 
activities for contact tracing 
with the aim of highlighting 
alignment and major gaps

Should we defer to CDC’s definition and activities for 
contact tracing?

Contact Tracing 
Processes 
Hierarchy

To outline ecosystem of core 
contact tracing processes and 
activities

RSL provides more granularity in workflow for core CT 
activities. These activities were used to compare and 
categorize capabilities of digital tools. Are there any 
concerns with this method?

Contact Tracing 
Digital Tools 
Comparison Matrix

To compares digital tools 
across core activities of contact 
tracing

Can we align on using the Apple/Google API as a 
fundamental technology framework for exposure 
notification?

Can we align on using the diagnosis key server at a 
national level?
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Environmental Scan – Guidance Docs
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Name Description Creator

Common Ground: Public 
Health Preparedness 
Toolkit

Designed to assist chronic disease and preparedness departments in public 
health agencies by documenting and defining business processes
common to each of them and identifying the requirements for information 
systems that would support these processes

Public Health 
Informatics 
Institute

Covid-19 Contact Tracing 
Training Guidance And 
Resources

Sample training plan including training topics that may be helpful for state 
and local public health jurisdictions to consider when designing their own 
training plan for COVID-19 contact tracers

CDC

Preliminary Criteria for the 
Evaluation of Digital 
Contact Tracing Tools for 
COVID-19

Minimum and preferred characteristics of digital contact tracing tools to 
help local and state health departments overcome one or more obstacles 
in the COVID-19 contact tracing workflow.

CDC

Redesigning Public Health 
Surveillance in an eHealth 
World

Roadmap and a tool for moving public health toward acquiring information 
systems that will support its work effectively and efficiently, by leveraging 
standards-based information flows from electronic laboratory reporting 
(ELR) and electronic health record (EHR) systems.

Public Health 
Informatics 
Institute

https://phii.org/sites/default/files/resource/pdfs/PrepToolKit_forwebsite.pdf
https://www.cdc.gov/coronavirus/2019-ncov/downloads/php/contact-tracing-training-plan.pdf
https://www.cdc.gov/coronavirus/2019-ncov/downloads/php/prelim-eval-criteria-digital-contact-tracing.pdf
https://phii.org/sites/default/files/resource/pdfs/Requirements%20Lab_Final%20Deliverables_RWJ%20Sureveillance.pdf


Confirm Consensus
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Consensus Questions
1. Should we defer to CDC’s definition and activities for contact 

tracing?

2. RSL provides more granularity in workflow for core CT activities. 

These activities were used to compare and categorize 

capabilities of digital tools. Are there any concerns with this 

method?

3. Can we align on using the Apple/Google API as a fundamental 

technology framework for exposure notification?
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Immediate Next Steps
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What Problem(s) do we Seek to Solve?
1.  Identify problems in current approach to digital tools for 
contact tracing and how to solve them by:

• Conducting an environmental scan of existing 
approaches (CDC and Resolve to Save Lives)

• Developing a comparison matrix and identifying major 
gaps/discrepancies

2.  Avoid plurality of definitions for contact and non-
interoperable systems by:

• Referring to one source of truth for defining contact 
tracing

• Providing standards for systems, including 
interoperability standards

3.  Align and guide states and local PH agencies 
understanding of the components of contact tracing and the 
digital tools available to support them by:
• Developing guidance from a group of core PH 

agencies/experts
• Communicating this guidance effectively (What does this 

look like?)
4.  Get ahead of the issue of public trust related to digital 
contact tracing. Set the principles around privacy and 
security by:
• Developing guidance for privacy and security – would this 

require a subgroup?
• What else can we do?
5.  Setting the terminology and glossary related to digital 
solution(s) for  contact tracing
• Highlight CDC as the existing standard
• What else can we do?
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What does Success Look Like?
1. State and local agencies have a reference doc 

to help them choose CT solutions to support 
what they are doing.

2. State and local agencies understand that they 
need to make these tools interoperable with 
other jurisdictions

3. Identify missing standards with 
interoperability between jurisdictions.  Pull in 
standard organizations (e.g. HL7)

4. Principles that would guide MVP solutions 
development

5. Contact Tracing “consumer guide” for states 
and local – functions and products that align 
to them

6. 2 week mission is to pull together clear 
communications and guidance for local and 
states 

7. Identify key choke points to contact tracing
8. Acknowledge CT is a fundamental part of PH 

and a trajectory to move this forward – ID 
longer term informatics challenges

9. CDC, ASTHO, CSTE, NGA and Tech partners 
are aligned around contact tracing
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Overview
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Problem/Current State:
Multiple groups independently 
developing digital tools to address 
various component tasks of contact 
tracing, sans national deliberation.

Project Goal:
Learn from what is already being 
done, build upon those solutions as 
appropriate, and chart a path for 
new solutions as needed

Approach:
Convene and manage a 
collaborative forum to help inform 
and coordinate the development of 
IT solutions in support of contact 
tracing

To develop and provide 
guidance to state/local PH 

officials to assist their 
understanding of the 

marketplace of digital tools 
in support of contact 

tracing 

To develop and provide 
guidance to industry 

partners (tech companies) 
to ensure technology meets 
the standards required by 

state/local PH officials 
(requirements) for contact 

tracing.

PROJECT AIMS
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Future Meeting Objectives
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Core PH (Round I-TBD)
State, local and federal public health 
agencies as well as national public 
health associations will participate in a 
workgroup to:
• gain alignment around approach for use 

of digital tools for contact tracing

• to discuss opportunities to further 
enhance contact tracing through the 
support of digital tools

• review diagrams

• gain an understanding of the 
requirements gaps in the current 
marketplace that could benefit from 
support of digital tools.

Industry Partners 
(Round II-TBD)
This meeting will bring together 
industry partners and state, local and 
federal public health agencies as well 
as national public health associations 
to:
• educate industry partners on the public 

health definition of contact tracing and 
gain acceptance

• allow discussion to lay out further public 
health requirements needed from digital 
tools to meet public health needs for 
contact tracing
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